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Backgrounfl Cyber-Physical System
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Backgrounfl Threats
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Backgrounfl Threat Model & Task Definition

Tamper values Multiple access Black box
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_B;ckgrounfl Example
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|
Backgrounfl Literature & Challenges

Existing Methods Main Challenges

[ Classification Layer ] » Spatial features are not well captured

[ LSTM Layer ]

T » Lack of sufficient labeled data

[ CNN Layer ]

[ Input Layer » Unable to learn during runtime
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_M_ethodology Overview
|
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Digital twin model is a virtual replica or

live model of CPS

Digital twin capability is the functionality

of a digital twin
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Methodology Details
]
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Experimenlt Case Studies

Secure Water Treatment (SWaT)



RQ1 | How effective is our anomaly detector as compared to the

literature?
_

Model
LSTM-CUSUM 0907 0.677 0.775 0.614 0.697 0.659 0.657 0.721 0.687

MAD-GAN 0961 0942 0.951 0.432 0.952 0.594 0.529 0.962 0.683

ATTAIN 0922 0954 0.937 0.524 0.782 0.627 0.553 0.774 0.645
(without signal)

ATTAIN

ATTAIN outperforms LSTM-CUSUM and MAD-GAN for almost all metrics on all the three datasets, with
particularly good performance in terms of precision.
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_i{QZ | How realistic is our digital twin model?

Average Hamming distance of Digital Twin Model Predictions
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* State prediction: Hamming distance converges after training for 80,000 samples

* Outlier Detection: Accuracy on SWaT, WADI, and BATADAL are 0.82, 0.69, and 0.74
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i{QS | Is using DT effective in detecting anomalies as compared
to not using it?

_ WADI BATADAL

Model
LSTM-CUSUM 0907 0.677 0.775 0.614 0.697 0.659 0.657 0.721 0.687
MAD-GAN 0961 0942 0.951 0.432 0.952 0.594 0.529 0.962 0.683

ATTAIN
(without signal)

ATTAIN

ATTAIN with signals from the digital twin model improves the F1 score by more than 10% on the SWaT
and BATADAL datasets when compared with ATTAIN without signals
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Future work
|

Other tasks

Experiments on more Experiments on other
challenging situations, security tasks, e.g.
e.g. detecting attacks misconfiguration
against multiple CPS detection.
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